% P UniFi Controller
SOFT Interface for RTI

1. Overview

This RTI driver provides a complex interface to UniFi Network controller. Driver does not
use any “polling” strategy and silently listens to events broadcasted by network controller.
Cloud version of controller is also supported and driver uses SSL to encrypt
communication.

Driver supports devices running UniFi OS (Cloud Key Gen2, Cloud Key Gen2 Plus and UDM
Pro) starting driver version 1.04.

2. Features

Controller

Event for wireless client connected

Event for wireless client disconnected
Restart any device from Ul

Restart any device from APEX programming

Switch

Override any port PoE settings (auto, off, 24Vstatic, etc ..)
PoE power cycle

Event for switch Connected

Event for switch Disconnected

Event for switch Provisioning

Event for switch Missing Heartbeat

Event for switch Adopting

Access Point

Event for switch Connected

Event for switch Disconnected
Event for switch Provisioning
Event for switch Missing Heartbeat
Event for switch Adopting



3. UniFi Controller Settings

There are no special settings needed on the controller side, however we highly recommend
creating a dedicated user for RTI system.

This can be done in controller -> settings -> admins

2. Installation

Save UnifiController.rtidriver file into Integration Designer (APEX) driver folder.
Default location is: “Documents\Integration Designer\Control Drivers”

Save source bundle file into Integration Designer (APEX) source bundle folder.
Default location is: “Documents\Integration Designer\Templates”

Add controller driver as source or use supplied source bundle.

B | Add Workspace Item x

A ORI a0d Hhe devies des Rooms Controllers Drivers ZWave Infrared RS-232 Pagesets Bundles

Glabal
 Bedroom ary
Bathroom
Search: Clear
= lrrigationCacy | |'Driwer Mame:
wm 1VC Projector Unifi Controller
-G 1P Source:
wm Local Flags Controller
w= Logic Helper
o Lutron Caseta / RAZ Select a'b.i:u'rﬁ ol
w= Lutron RadioRA 2 / HomelWorks Q5
w5 Lux [P NVR Plooe:
Unifi Controller
+ g HuVo Wireless -
Wi Panasonic TV Yﬁ;‘hn'
= Password i
i, PILink Projector fomnt
I sl PowerShades :.\:;f:::;" =ramenzl
+ wad Ring Events Designer\Contral
+ e Roku Drivers\UnifiController. rtid
+ i RT] AD-64 river
+ el Samsung 2017 4k IP More Information
+ i SDK Climate
wm SDK HTTP
wm Sharp Elite
+ g Soncs

w2 Sony Bravia IP
w2 Sony Bravia Simple IP
w2 Sony Projector
w3 Sony STR-ZA
W System Variable Events
- Tivo
w5 Unifi Controller
+ weh Access Point
] controlle )
+ s Switch
+ i VHDx
+ g VXP-82
. WattBox
5 Weather

=

< Back Next > Clase.




3. Driver Configuration
Add License

Project name - This should be a brief description or identificator of the project where the
driver is used.

License key - License key provided after driver purchase, driver comes with three day trial
which gets automatically activated if no license key is entered.

License status is exposed via driver variables.

This is valid license key |

[l RTiPanel (Android)
v . Sources.
£} Home




Controller Source

Controller source represents the entire UniFi controller and provides access to common
events, commands and holds credentials for connection.

Controller Address - This can be controllers IP access or DNS name. Do not include https
or port. This field needs to contain only controller IP or its DNS name.

Controller Port (added in v1.04) - This is network port controller APl is listening on.
Default port for UniFi OS devices is 443. Default port for hosted controllers is 8443.

User - Username for accessing controller
Password - Password for access controller

Site Name - This is name of the site you wish to access, user has to have access to this
site.

Example:
https://10.1.1.223:8443/manage/site/default/dashboard

"default" is site name in above example, but usually it is just unique id string, if you
are using different site than default, see below

https://10.1.1.223:8443/manage/site/56stab5yqg/dashboard
in this case it is "56stabyq"

Site name can be found in the URL of your controller.
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Controller Pages
Source bundle contains three predefined pages for you to use or to get inspired.

This page provides user with access to state of his/hers Unifi Network, there are three main
parts:
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Categories

Wireless Clients
WLANs
Devices

Refresh
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Listen Lights Climate Security



Wireless Clients:
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UniFi Controller

Hostname: HopSoft-Wireless-Client
IP Address: 10.1.1.74
4 Wireless Clients Radio: na
SSID: Hop Soft DLE Dev
HopSoft-Wireless-Client Channel: 161
MAC Address: 4e:5e:63:dc:aa:d0

Register for Register for
Connect Event Disconnect Event

Refresh

N n 0N

Listen Lights Climate Security

This section provides access to list of all wireless devices connected to site, user than can
Register/Unregister any device to event listener. Driver will fire “Wireless Client
Connected” or “Wireless Client Disconnected” event if device is registered for such.

Macro can then be executed to display an alert page which is also included in the driver
bundle.
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Wireless Client "HopSoft-Wireless-Client" Disconnected
from "Hop Soft DLE Dev" network!

Ok




WLAN's:

This section provides access to all wireless networks configured for site, user than can

Enable/Disable any or all.
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UniFi Controller

4 WLAN's
Hop Soft DLE Dev

Devices:

W

Name: Hop Soft DLE Dev
Enabled: Yes

Band: both

Security: wpapsk
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Lights Climate
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Disable

Refresh

Security

This section provides access to essential information about all devices managed by
controller for this site. User than can manually restart any device.
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4 Devices

HopSoft DLE SW
HopSoft DLE AP

0

Name: HopSoft DLE AP

Firmware: 4.3.21.11325

Model: U7HD

Type: uap

IP Address: 10.1.1.27

MAC Address: e0:63:da:c1:cc:bc
Device ID: 5fa9dce0e9c82f6d4f612cbe
Uptime: 20 minutes, 47 seconds

State: Connected

Restart
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Controller Events

Controller source provides two events (as mentioned earlier in pages section) which can be
used to notify user when wireless client connects or disconnects to wireless network.
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Controller Commands

e Enable SSID (SSID String) - This command will enable wireless network with
given SSID parameter.

Ay cnmmanrj_E' Contralled Device Unifi Contraller
Function Name Cantroller Cormmands '\ Enable S5ID
( ssiD Hop Soft DLE Dev )
Sustain Mo
Delay between repeats 0

e Disable SSID (SSID String) - This command will enable wireless network with
given SSID parameter.

= SHY %Ba@ 0o

& command |E| Controlled Device Unifi Contraller
| _Function Name Controller Commands \ Disable SSID
( ssip Hop Soft DLE Dev )
Sustain Mo
Delay between repeats 0

e Reboot Device - (MAC Address String) - This command will reboot device with
given MAC address, same functionality is also available in Access Point and Switch

source.
==3BY HEa@E OO
F 4 cnmmanrj-E{ Controlled Device Unifi Contraller
Funetion Name Cantroller Commands '\ Rebaot Device
Device MAC Address el:63:da:Bd:chH:c7 )
Sustain Mo

Delay between repeats 0



Controller Variables

Controller provides four additional variable which are updated when event “Wireless
Client Connected” or “Wireless Client Disconnected” is fired and they provide additional
information about client in recently fired event.
v L} Controller Variables
[~ B\Wireless Client Event Name
@ Wireless Client Event Mac

@ Wireless Cliant Event Time
@ Wireless Cliant Event S5ID

Switch Source
Switch source represents network switch device.
Switch Page(s)

Device State Change:
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Device Switch 1 is Disconnected !

This page can be used to notify user about change in switch connection state.



Switch Events

Switch source provides six events, all six events signal different states of switch
connection state. Supported states are:

Connected
Provisioning
Missing Heartbeat
Updating
Adopting
Disconnected

There are other connection states in UniFi ecosystem, all other than above will fire the
“Connected” state event.
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Switch Commands
e Reboot - This command will reboot switch.
Reboot Type:

1. Soft - This will cause switch to reboot its operating system, while
maintaining PoE to all ports.

2. Hard - This will cause switch to completely shut down all ports so all
attached PoE devices will also reboot.

SE AP Y-y

F cnmmanrj-E[ Controlled Device Unifi Contraller
Funection Name Switeh - Coentral \, Reboot
Switch Switch 1 (Switch 1)
Reboot type Soft
Sustain Mo
Delay between repeats 0

e Port Control - This command allows override power settings for each port.
Supported modes:

1. PoE Auto

2. PoE Passive 24v
3. PoE Passthrough
4. PoE Off

There are also two commands available:

1. Power Cycle - This command will cause power cycle of PoE output with 5s
delay in off state.

2. Remove Port Override - This command will remove any port override
settings which was previously set.

r cnmmanrj-aj Controlled Device Unifi Controller
Function Name Switch - Contral Y Port Contral
Switch Switch 1 {Switch 1)
Port Port 1
Action : FoE OFF
Sustain :Eg? i-ufg cle

Delay betwesn repsats  poE Passive 24y
PoE Passthrough

Remove Port Override



Switch Variables

Each switch source provides two extra variables, both of which get updated on switch
connection state change and provide additional information for switch connection state.

v L} Switch 1 Variables
@ Connection State
@ Connection State Since



Access Points Source
Access Point source represents access point device.
Access Point Page(s)

Device State Change:
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Device Access Point 1 is Provisioning !

This page can be used to notify user about changes in access point connection state.



Access Points Events

Access Point source provides six events, all six events signals different state of access

point connection state. Supported states are:

Connected

Updating
Adopting

Provisioning
Missing Heartbeat

Disconnected

There are other connection states in the UniFi ecosystem, all other than above will fire
“Connected” state event.
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Access Point Commands

e Reboot - This command will reboot access point.
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Reboot type
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Unifi Controller
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Access Point 1 (Switch 1)

Soft
Mo
0



Access Point Variables

Each access point source provides two extra variables, both of which get updated on
access point connection state change and provide additional information for access point
connection state.

W {;} Access Point 1 Variables
@ Connection State
@ Connection State Since



